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Time Series Analysis for Congestion Detection in TCP/AQM Networks
Lin Yang, Jin Zhu, Member, IEEE, Wanqing Xie, and Geir E. Dullerud, Fellow, IEEE

Abstract—This letter aims at modeling the congestion detection
issue commonly discussed in the research community. Based on
the proposed model, we investigate how the correlation of traffic
and measurement noise process affects the detection algorithm’s
performance by time series analysis approach.

Index Terms—Congestion detection, time series analysis.

I. INTRODUCTION

T’S well known that congestion detection is essential for

higher efficiency of congestion control algorithms in routers,
as Active Queue Management (AQM) [1]. The Congestion
Indicator (CI) of AQM can be considered as an on-line esti-
mator which tries to discern the congestion information about
the traffic in the presence of noise. So far, there have been
several CI algorithms proposed according to different modeling
methodologies, such as the ones based on Markov-modulated
Bernoulli Process [2], wavelet analysis [3], maximum likeli-
hood estimation [4], [5], control theory tools [6] etc., together
with the traditional Exponentially Weighted Moving Average
(EWMA) algorithm in RED [7]. However, these designs pay
little or none attention to the time-correlation of measurements,
in other words, these algorithms handle the measurements
separately without utilizing their interrelation. Although cor-
relation in high-speed networks is a very important factor for
algorithm performance [8], to our best knowledge, there’s few
work devoted to studying this issue quantitatively. Motivated
by that, we mathematically model the queue-based congestion
detection issue in routers. Our model enables us to get an in-
depth understanding of the time-correlation of traffic and noise
process in TCP/AQM networks. Under the proposed model, we
also deduce the corresponding optimal CI algorithms in mean
square sense by time series approach. As shown in this letter,
our work has good scalability for multi-traffic-pattern case, and
is easy to implement via recursive design.
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Fig. 1. Traffic monitoring.
II. MODEL ANALYSIS FOR CONGESTION DETECTION
A. Problem Formulation

In window-based TCP/AQM networks, the real-time traffic
load passing the routers can be represented as:

N(t) v,
B(t)=3 W’(;) (1)
i=1

Ri(
where N(z) is the application flow number, W;(r) and R;(r)
are the congestion window size and Round Trip Time (RRT)
of the ith flow respectively. Then the monitoring for traffic
can be represented as the model in Fig. 1. The rate of traffic
production B(¢) minus the outflow rate C, namely B(t) — C,
directly determines the evolution of queue size in routers. And
the queue-based CI aims at discerning the traffic-load-related
information in some way through the observed queue size.
Theoretically, the queue size ¢(¢) should be subject to:
dq(t)
o B(t)—C. 2)
Yet owing to unstable transmission in packet-switched net-
works, the time that every packet costs in transmission is
different, so the observation about ¢(z), noted as y(¢) (indicated
by the dotted line in Fig. 1), may couple with some noise e(t),
namely, y(¢) = q(¢) + e(r). Generally speaking, the function of
CI is to filter out the noise e(¢), meanwhile respond quickly
enough for time-varying estimated parameters. For example,
RED adopts the low-pass filter algorithm with a “forgetting”
factor as its congestion indicator, which is:

x4 (1 —o)xp—1 + ok

where x; is called the EWMA of queue size, and yj; is the
discrete samples of queue size. The weighting introduced by o
leads to an algorithmic memory that dies away into the past in
an exponential fashion. However, this kind of heuristic design,
though easy to be implemented, fails to take full account of the
correlation of data, thus it’s unclear how the optimal algorithm
parameter o. should be quantified.

B. Auto-Regressive CI Model

Obviously the queue size ¢(¢) is time-correlated, and its
correlation can be described using an auto-regressive model
AR(l), where [ is the order. According to (1), (2), the auto-
correlation of ¢(r) closely relies on the congestion window
size W;(t). Assume W;(¢) increases by fi(-) and decreases by
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J/o(+) each time. In general case, fi(-) and fp(-) depend on
current congestion window size only, then ¢; can be proved
to be second-order auto-correlative if ignore the influence of
TCP flow number, N(z). In following discussion, we denote the
discrete form of ¢(z) as gx, and the sample time is set as a RTT.
Define Agr—1 = qr — qx—1, and we have:

Gk =qk—1 + Agi—1
, Ny
Zi\llwi,k—ﬁiill Wik—1
R

T

Aqr =Aqr—1 +

where R represents the average of Round Trip Time. Let

. 1 1 . 0 | gk
A_[O 1},3_{1},anqu—[Aqk

equation in vector form, namely:

} , we can get the state

qy :Aqk_1 + BN 3)

where

Nk Ni—1
_ 2,':1 vvi]( - Z,-=1 "Vi,kfl
R
Here we assume the flow number is a constant, then 1y,

k=1,2,... can be considered as an i.i.d. random variable series
satisfying:

MNk—1 T.

E{ni} =0; Cov(ng,M;) =08,

where & ; is the Kronecker delta function, and 6> = Var{n,}.
As N is assumed to be a constant, ol is only related with the
TCP congestion window regulation scheme (see Appendix A).
The measurement equation is:

y(k)=H"gq; +e¢

where HT = [1 0], and ¢; is the discrete form of the mea-
surement noise. For simplicity, in this subsection we ignore
the correlation of ¢, then it can be handled as a white noise
with constant variance, i.e. Cov(ex,e;) = 628 ;. Let g be the
estimate of g and the Recursive Least Squares (RLS, [9])
estimation of g (in Appendix B, the derivation is revealed in
vector form) is:

9 =Aq_ +&(n—H'Ag,_) (4-a)
& = Z\k—lH(Gz+HTPZ\k—1H)71 (4-b)
Py :Plt\kfl _gltHTPItUcfl (4-0)

where P and P,ﬁ‘ 1 are the covariance matrix of the estimation
error and a priori estimation error respectively.

Remark 1: Correlation is an important issue for algorithm
performance. In [2], the traffic is modeled as a Markov process,
which implies the queue length process is first-order correlated.
Through analysis, we can obtain the second-order model corre-
sponds to the case where N(¢)’s correlation is ignored, and for
the higher-order case, i.e., [ > 2, (3) can be extended where state
will contain more variables, and similar algorithm can then be
deduced.

For simplicity, if we only consider first-order correlation of
q(t), namely [ = 1, and then we can obtain the simplest form
for this kind model:

Qi1 = qr + Mk
Yk =qr+ ek @)
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The corresponding optimal estimation algorithm for the first-
order model in mean square sense is:

Gk =qr—1 + 8k Yk — Gr—1) (6-a)
-1

8k = Piji-1 (Gg + plt\kfl) (6-b)

Pk =Pik—1 ~ PRk 1 (6-¢)

For first-order autocorrelation model, there is:
* % ~2
Pijk—1 = Pk-11t0O

where &7 is the variance of f;. According to (6-b) and (6-c),
there is also:

*2
Prlk—1

* *
P = Pijk—1— :
| o, + Pt

Let k — oo, the steady-state solution of these equations can
be obtained via pj = p;_; = p*(e0), and we have:

pi(e0) = % (—62+ \/64—1—462(53) : (7)

It is shown that equation (6) works just as an EWMA and the
optimal “forgetting” factor o* in EWMA can be deduced:

P’ ()

=) ®

o = g" (o)
Remark 2: Substitute (7) into (8), the optimal “forgetting”
factor is given as

o VTER-I

of =
2yt I ay—1

which only relies on the noise/signal ratio Y= Gg /6. Here Gz
is concerned with the unstable packet transmission discussed in
subsection C. &2 weights the change rate of ¢(¢) determined by
the packet dropping rate, flow number, flow arrival and lifetime
pattern etc. As vy increases, i.e., a high noise/signal ratio, we
can find o decreases. This means the algorithm handles the
instantaneous samples in a more smooth way.

Remark 3: For multi-traffic-pattern case, ¢ can be rewritten
as a vector form as well as 1. For different traffic profile, such
as long-term and bursty traffic, the arrival and lifetime pattern
are different which will be reflected in different change rates of
N(z) and ¢(t) as well. By specifying the covariance matrix of
Nk, We can extract the desired congestion information. In this
sense, it’s just similar to the function of wavelet coefficients
depicted in [3], but our method can take the recursive form as
EWMA and thus be easier to implement.

C. Consider the Correlation of Noise e,

In above discussions, we have studied the congestion detec-
tion issue under the assumption that e; is white noise series.
However, e is far more complicated than ideal assumption.
Consider the packets depart from the sending node at relative
fixed interval 7', and then they are expected to arrive at the
router gateway homogeneously over every 7. However due
to unstable transmission in packet-switched networks, the real
time taken for packets to arrive at the router gateway may be
varying. Let 7;(¢) denote the arrival deviation from expectation
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of the ith packet. Rationally, T;(¢),i = 1,2, ... can be represented
by a series of zero-mean and i.i.d. variables distributing on the
interval [-MT,NT|. Let F;(¢) denote the distribution function
of 7;(r), and the measurement noise of queue size owing to
packet delay jitter can be represented as:

k+N
2 o<wnn —E{Tmo<uwin )
k+N

= X {lwo<win —Fl;k=0)T]}

i=k—M

& =

where 1{_} is indicative function. And the autocorrelation se-
quence of g is:

Re(k,k+3) :Rg(s) = E{3k€k+s}

kN
= D {E{1r <00y }
i=k—M+s
—Fr[(k_i)”
CF[(k—i+s$)T]}
M+N—s
- X {F[(i+N)T]

—F[(i+N)T)
Fe[(i+N+5)T]}.

In this letter, we introduce a linear shaping filter to describe
the time-correlated noise. From above equation, we can see
that g is a stationary series, and for s > M + N, R¢(s) = 0.
According to Wold Lemma, g, can be decomposed into a
r-order moving average process MA(r), r = M + N, which is:

r
& =u+ Zejuk_j
j=0
where vy, is white noise series whose covariance is denoted as
o2. Thus we can get:

0 s>

By solving the non-linear simultaneous equations (9), we
can get the numerical value of coefficient 0;. Consequently, the
measurement equation can be represented as:

)
e =H{q,+ Y, 0,0,
j=0

Define (r+ 1)-dimension state vector X; which subjects to:

X1 =FXy+ Logy

where L=[0 0 --- 0 1)7,and Fisa (r+1)x (r+1)
dimension one-step shift matrix, namely:

010 -~ 0

001 -0

F=|i @ i
000 - 1
0.0 0 - Odppnns
Then there is:
&= [er 01 - 60}1><(r+1)Xk

Let G = [6, 0,1
equations are:

ol o rl Gl o

and the measurement equation is:

w=[H!IG] [,‘ﬁ]

00]. Accordingly, the extended state

(10)

We find that the equation (10) does not contain the mea-
surement noise item. This is the so-called noise-free or perfect
measurements problem in the estimation literature, and corre-
sponding optimal estimation can be obtained (see [10]).

Remark 4: The technique proposed in [4] handles the mea-
surement noise due to unstable transmission by the Maxi-
mum Likelihood Estimation approach. Given the particular
queue distribution, the likelihood of congestion A(g,) respect
to instantaneous queue occupancy ¢, can be obtained. The
likelihood-based CI handles the noise issue in a very sophis-
ticated way, but does not consider the time correlation of noise.
In addition, this algorithm only takes the instantaneous queue
size into account, consequently estimation smoothness can not
be guaranteed especially faced with bursty traffic and non-
stationary queue distribution.

III. CONCLUSION

The time-correlation of traffic process and measurement
noise play a critical role in the performance of congestion
indicator algorithms. In this letter, we adopt time series analysis
approach to deal with this correlation. By Recursive Least
Squares estimation, an optimal CI is proposed in mean square
sense. Compared with other works in this filed, the introduced
mechanisms will have advantages in scalability and computa-
tion complexity.

APPENDIX A
STATISTICAL CHARACTERISTIC OF
TCP WINDOW DRIVING BY AQM

The statistical equilibrium of a TCP Reno flow can be ap-
proximately obtained [11]. Omitting time-out loss indications,
the congestion window size and throughput at equilibrium are:

Wilp) =E {Wi(r) p} = %ﬂ(l/m

Bi0) = e 3y o (VD)

where p is the packet dropping probability and b is the number
of packets that are acknowledged by a received ACK. Because
W, is adjusted in a AIMD manner according to TCP congestion-
avoidance strategy, namely f7(w) = 1 and fp(w) = 5, we can
describe W;(k) via a Markov chain. Moreover, because it’s
impossible for W;(k) to grow without restriction in physical
sense, as an approximation, we assume the state space of W;(k)
is [1,2,3,...,U], where U is the upper bound that W;(k) can
achieve. And correspondingly, the state transition diagram is as
shown in Fig. 2.
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Fig. 2. State transition diagram.

Denoting the one-step transition probability matrix as P, the
steady state distribution Tt = [ft;, 7, ..., 7y]” can be obtained:

U
n=P'x; Zni: 1.

i=1

With constant flow number N, easily we can obtain the
Var{ny} occurring in (3) through follow equation:
U 2
i
Var(nd =N 3 [1 p+p4}
i=1

and similarly, for 1j; in (5):
U

Var{fig} =N(1) Y mi[i— Wi(p))*.
i=1
APPENDIX B
RECURSIVE LEAST SQUARES (RLS) ESTIMATION

Consider the linear regression model in state space form:

State Equations : q;, =Aq,_; +BN;_,
Measurement Equations : y(k) =H1 q; + ey

where the A, B and H,{ are the coefficient matrix. The least
squares estimate g of g is simply that value of recursive average
estimation which minimizes a cost function 7, defined as the
sum of the squares of the differences between y and H” g over
the observation period, i.e., in mathematical terms:

K 2
J@ =Y (vi—-Hlg)".

i=1

The objective of RLS is to keep 7(¢) minimum all the time
in a recursive way. There is:

) 2 .
5% (vi—H[q)"=—2H[ (yi—H[q).
Then the gradient of J(g) with respect to all the elements of g is:

1 k k R
Eva(]):*ZHinr Y HH!|q=0.
i=1 i=1

As a result:

k k
S HH! | g =Y Hiy:. (11)

i=1 i=1

Letyk = b’l 3 Y25 7)’k]T, Hk = [H_{aHga s 7H]{]T7 and e =
[e1,€2,...,ex]T, then we have y, = H;q;+e;. And the covari-
ance matrix of the estimation noises g, = q; — g, denoted as

P}, is:
P =E{q.q }
_ 7o -1 _ _ _ 7 -1
:E{(H,fyk) Al el H, (H,{Hk) }

o —1
- (H,fHk)
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Subsequently, (11) can be rewrote as:
(12)

Considering the time-varying parameter g, the optimal
a priori estimation about g; in terms of minimum Mean Square
Error (MSE), denoted as f]k‘ k1> 18

Q-1 = 8—1) = E{ailyr1}

namely §;;_; = Ag;_;. The covariance matrix PZ‘ w1 of the
a priori estimation noises is:

P;, ,=AP;_ A" +BQB"

where @, is the covariance matrix of M. According to the
Orthogonal Projection Theorem, the optimum prediction gy
is actually the least-square estimation according to y;_; and
Jk|k—1, then combined with (12), we have:

P P, 1 .
e G*’EHk)’k—A‘kal- 13)
e

Finally, (13) can be transformed into a recursive form and
represented as follow:

4 =1+ 8k (Yk - HI{‘?k\k—l)
* * 2 T p+ !
8 =Py Hi (Ge JerPk\klek)

Py =P 7gltH1€Plt\k71'
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